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SOCIAL IMPACT OF BROADBAND TECHNOLOGY REACHES INTO REALM OF CONSUMER SECURITY FOR PC CONNECTIONS THAT NEVER SLEEP

Legal Deterrents and Awareness Campaigns Highlight Issues, But One of the First Tangible Mainstream Solutions Is a Robust Firewall Around the Castle






SANTA CLARA, Calif., December 6, 2000 – It seems that just about everyone with the power to do so wants to help consumers use the Internet in a manner safe and secure from high crimes, misdemeanors, false promises, spamming and content of questionable decency.


Security issues are a further illustration of the Internet’s social impact, and the responses range from high-level government intervention to consumer retail products that build a modern day equivalent to a moat around their proverbial castle. 

· Congress holds hearings.

· Numerous federal agencies prepare recommendations and testimony.

· Web merchants post consumer information protection policies.

· Trade associations develop voluntary standards.

· Non-profit organizations provide consumer tips to avoid just about every conceivable threat.

· Technology solution providers race to migrate enterprise firewall protection  techniques to the home.

· The FBI tracks cyberterrorists throughout the world.

· The FTC fines major Web merchants who fail to ship products as promised.

· New international conferences are created to address problems and solutions.

· Encryption technology makes online shopping safe for credit card use.

- more -

Most of these initiatives are intended to promote consumer confidence in conducting online transactions in light of widely reported incidents of credit card fraud, consumer profiling for a deluge of direct marketing, and protecting children from exposure to undesirable content.  However, the emergence of broadband technology, with its high-speed, two-way Internet access, poses a different scenario.  Home computers are always connected, and it’s like leaving a door unlocked.


It’s still uncertain if broadband connectivity is cause for a new look at Internet security issues or if it is just a case of heightened vulnerability to the same old threats.  Consumers looking to government for the answer can be reasonably certain that new legislation only provides a deterrent, not a defense; federal agencies are among those caught with their hands in the home PC cookie jar; and the FBI is not going to investigate a hacker intrusion at 101 Elm Street, Apartment 4A.    As for using enterprise technology in the home, forget it unless there’s an information technology (IT) expert in the family.


One result of the unlocked door to the residential/small office PC is increasing attention to personal “firewall” protection, which is a layer of software around the PC that analyzes all incoming and outgoing data and blocks anything that is not authorized by the user.  A firewall is one solution that consumers, in theory, can adopt on their own, although at the present time the implementations are expensive and are nothing more than enterprise solutions packaged for the consumer, says Andy Chang, vice president of marketing at SOHOware Inc., a leading provider of consumer networking solutions.


“If firewall protection is to succeed in the mainstream consumer market, it must be affordable, easy to install, easy to use and seamlessly implemented into the overall broadband experience,” he said.  “In other words, it should be newly designed from the ground up for self-reliant consumers who do not have access to IT specialists, but it should have the functionality of business-level solutions.”


While firewalls are only one provision of the larger Internet security and privacy issue, they are expected to be a major milestone in ensuring mainstream acceptance of broadband technology by providing protection against hacking, spamming, snooping and other forms of PC intrusion.

- more -

Companies with the biggest stake in the success of broadband – cable, telephone/DSL and satellite service providers – are increasingly concerned with the impact of technology on customer satisfaction and loyalty.  “Up to now, the competition among broadband service providers (BSPs) has been to sign up new subscribers,” says Chang, whose company partners with a number of leading BSPs to provide consumer networking solutions.  “Starting next year, the focus is going to shift to services that leverage the broadband connection, and security is a top priority.”


Taking shape in the minds of BSPs and their vendor partners is the idea that there is a long life to broadband after the modem is installed, and that requires a life-cycle perspective on services that enhance the customer experience.  


With all of these factors in mind, SOHOware is working with its BSP partners to develop and deploy a “secure broadband platform” that delivers the latest Internet security technology tailored to the mainstream consumer market.  Its design and name is still under wraps, but Chang is adamant that it will be a “consumer-centric” solution in terms of ease of use, affordability, reliability and implementation choices, as well as being consistent with BSP goals of low support costs.  It will also fit snugly into SOHOware’s own broadband-driven business model that supports three phases of deployment – pre-connection education for consumers, single PC connectivity and multiple-PC residential and small office networks.


Given SOHOware’s strong ties to the retail channel, BSPs and its own e-commerce site, consumers will likely have a choice of how they acquire the product.  “Our channels are complementary,” Chang said.  “We have two-way and three-way co-marketing arrangements, and we see our Web site as evolving into a broadband portal on behalf of consumers and channel partners.”

With a consumer-centric Internet firewall solution on the way, consumers are most likely to start considering whether around-the-clock Internet security is a real issue for them.  Chang says it all depends on what is stored on the home PC and backup effectiveness.  “The two major concerns are stolen identities and senseless destruction,” he said.

- more -


Identities can be pilfered in a number of ways-- from personal biographies, credit and bank accounts, anything that includes a social security number, and passwords, for example.  Hackers have a variety of agendas, including stalking, planting viruses, destroying data files for the fun of it, and collecting personal information for resale.  The PC retains a complete record of every chat room, newsgroup and Web site visited, which is valuable information to some people.


For those who think the odds against an intrusion are high, considering the huge number of homes with PCs, there have been reports of written programs circulating (even on the Internet) that can hack tens of thousands of home PCs. 


“Our goal is to offer an Internet security solution that is so easy and seamless in the broadband experience that people would be forced to think of reasons not to do it,” Chang said.  

About SOHOware Inc.

SOHOware Inc., headquartered in Santa Clara, Calif., develops and markets the industry's most complete line of broadband-centric home networking products and self-installation programs, providing the most consumer-friendly networking experience backed by excellent customer service and support for home and small office computer users. SOHOware's broadband-centric home networking family includes the Broadband Internet Gateway (BIG), broadband-sharing wired and CableFREE wireless home networking products.  The company also plans to launch phoneline broadband solutions.

SOHOware-branded products are available at retail outlets including Best Buy, Fry's, Micro Center, THE WIZ and CompuSmart Canada, as well as through MSO/SOHOware co-branded e-commerce sites.  SOHOware is a member of BlueTooth, HomePNA, the Wireless Ethernet Compliance Association (WECA), Universal Plug and Play Forum (UpnP) as well as the National Cable Television Association (NCTA) and the California Cable Television Association (CCTA).  For more information, call 800/632-1118 or visit the company's Web site at http://www.sohoware.com.
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