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Bandwidth in everyday

• Your life: 
– YouTube, iTune, Skype phone, P2P, online game, 

digital TV

• Your Business: 
– VoIP, Video Conference, VPN, ERP, BMP, Web 

Service, centralized data center

• Network Service Everyday
• Network Service = Bandwidth

Presenter
Presentation Notes
In today’s world, bandwidth is already playing a significant part of our daily lives. This over-reliance on network technology has already resulted in an explosion of data transfer. Therefore bandwidth management is more important than ever, especially in services such as transferring video files. We can now say that internet connectivity is as important as water or electricity, as it has become a necessity in our lives.
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Bandwidth in Business 

• Network Applications 
= Bandwidth 
= Business or Create Business

• Bandwidth is an important investment
• How your every cent was used
• More value created by every investment

Presenter
Presentation Notes
From a business perspective, all types of internet services are all aimed primarily at boosting sales. Basically it is an opportunity to explore and take advantage in new method of revenue. Therefore funding such a sizable investment into networks in business are considered as laying the foundation.



For any business, investments must bring returns, and for any kind of increase in investment there has to be a beneficial reason. Thus bandwidth usage is not a tangible or concrete form of investment. Businesses often devalue the importance and do not seize the opportunity to invest in reliable bandwidth. Regardless of where bandwidth is used, or how much revenue it brings, most businesses remain ignorant of its importance.
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Challenges

• Quality of service
– Bad performance
– Bandwidth-eater applications
– Improper usage of bandwidth

• Cost
– Meaninglessly line upgrades
– Maintain / Operation cost
– Productivity

• Security
– Invisibility into traffic
– Potential threat
– Malicious traffic attacks

Presenter
Presentation Notes
Businesses generally face 3 challenges regarding the large scale use of internet:

Quality of service

Poor performance of critical applications: The main reason businesses use internet is to increase the amount of sales, but often these sales related aspects of business are not regarded as critical components during transfer. Thus it gets treated as conventional traffic as oppose to critical services. Any delays in any transaction could see deadlines or targets not been reached, and this is not what businesses hoped to achieve when they invested and converted their operations into E-commerce. 

Bandwidth-eater applications: If there is no bandwidth management system, inside every businesses the employees are free to waste bandwidth however they see fit. Employees are capable of mass abuse to the business’ investment whether it is personal entertainment like P2P, it causes tremendous strain on the business’ bandwidth resources. More importantly, non-work related activities on the web can have a significant effect on the critical applications. Thus it is vitally important for businesses to have bandwidth management.

Improper usage of bandwidth is getting popular: 

The web allows to employees to have random access to non-critical applications during office hours. Activities such as entertainment, chatting, video and shopping consumes large quantity of bandwidth. These activities will increasingly strain the networks because the size of files will only get larger. This results in poor quality of work by the employees, waste of network resources and critical applications unable to fully perform their tasks punctually. 



Cost

When businesses realize inadequacies in their bandwidth, the natural solution to this problem is to increase the bandwidth. This is very costly and does not necessary solve the problem of network congestion. The root of the problem can be solved with effective network management.

Maintain / Operation cost: 

Administrators often try to solve congestion by downloading tools, freeware, or some type of simple traffic flow monitors. With QoS, the aim is to solve all the problems that is associated with network administration. The various tools or freewares may do their bit to slightly ease network congestion, but those programs are severely limited, and are not a feasible long term solution. They waste time, increases costs and show minimal improvements. 

Productivity is worse than expected: As mentioned previously, bandwidth is a large capital investment for any business, with the aim of providing sustained growth and improved profitability. If the investment does not serve its purpose, it is a huge waste of capital. We can safely argue that employees’ blocking the bandwidth with entertainment applications is the direct cause of loss in the investment.

Security

Invisibility into traffic and bandwidth utilization: 

The safety of the network is directly linked to the judgment of its users. From the business’ perspective, the knowledge of data flow between inward and outward bound traffic is paramount. Everyone is prone to security risks, whether its through negligence, poor judgment or accidental infection, it all results in an increase in risk.

Services with potential threaten: 

Network administrators can track unsecured sites that threaten applications and flow of traffic, and can also impose restrictions on sites.

Malicious attacks: Malicious traffic that target resources of the network is presently the biggest threat to networks. An attack triggers tremendous amounts of connections and occupies large amounts of bandwidth. Thus resulting in enterprises unable to operate their businesses under normal conditions. This not only result in losses, as well as creating a negative public image for the enterprise.
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E-mail, files transfer

Gaming; online shopping

Web Browsing

Music download

ERP, SAP, VoIP, Video 

Conference …

When Traffic is NOT Managed

• Lost productivity

• Lost business opportunities

• Lost reputation

• Investment on bandwidth is not optimized

Presenter
Presentation Notes
In conclusion, bandwidth usage is based on freedom of competition. The ad hoc nature of the internet means very little anyone can do to control it. Therefore when users are confronted with competition, it results in reduced bandwidth. This means critical and non-critical services are competing for the same bandwidth. As we have mentioned earlier, an unmanaged network will result in poor quality of bandwidth service, loss of revenue, increase risk of attacks, and can also damage company’s reputation.
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Solution:  AscenFlow
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What is AscenFlow

• WAN Traffic Management
– Traffic Analysis

• Identify layer7 applications
• Figure out Who, What and When

– Policy Enforcement
• QoS for applications
• Service-level agreement (SLA)

– Monitor and Report
• Intergraded and continued 

report of network activities 

Analysis
Policy 

Enforcement
Monitor/ 
Report

Presenter
Presentation Notes
QoS（Quality of Service): referred especially to applications that improves the quality of the overall internet experience. It allows critical applications the type of bandwidth it is needed. It also protects the packets of data through layer7 identification. The entire process controls the flow of data by implementing QoS management on the bandwidth. This promotes stable and reliable bandwidth, as well as improving the overall efficiency of the business.

AscenFlow identifies the layer7 applications, tracks and manages their movement. AscenFlow ensures and guarantees the reliability of broadband internet, and it does not suffer from interference by other networks. It does this by protecting data that is critical to the enterprise. AscenFlow is the ultimate network traffic manager, by implementing the following 3 steps:

Traffic Analysis:

The device will identify the WHO, WHAT and WHEN of each application. It will determine the source, the type, and destination of each layer7 application, it then designates the required bandwidth based on prioritization. It will also restrict bandwidth on non critical data.

Policy Enforcement: 

It will enforces the bandwidth restrictions based on its assigned purpose. It imposes QoS for applications, as well as service-level agreement. This also guarantee the protection and provide the necessary bandwidth for critical data.

Monitor and Report: 

Administrators understand that internet is a fluid network, it is forever evolving, which means no set of management tools or system will be everlasting. AscenFlow has an integrated and continued report of network activities. The device will identify changes in users’ behavior, and provide the necessary feedback to the administrators. The device will provide the analysis to allow administrators to make the necessary adjustments to the network when required. 
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Functions

• Visualized data flow analysis
• Policy based QoS
• Layer 7 protocol access control
• Connection limit
• Identity-based management (Authentication)
• Quota
• FlowReport

Presenter
Presentation Notes
AscenFlow comes with 3-step method of ensuring that a functioning network can become a reality. It also provides as the ultimate solution for solving network problems. AscenFlow comes with these functions:

Traffic / Latency Analysis

Bandwidth Guarantee / Limit

Policy based management 

Identification of Layer 7 protocols

Layer 7 protocol access control

Arrest connection based DoS attacks

Authentication 

Quota

FlowReport
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Visualized data flow analysis

• Visibility over 100 major applications
• Identify major layer 7 applications

• Know what’s on your network

• Real-time, short and long term  

statistics 

• Latency Analysis
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Deep Application 
Classification

BiTorrent, Skype, 
eMule …

Layer1~3 Network 
Devices: Switch, Router

Stateful Inspection: 
Firewall, IDP

String matching: Generic 
L7 QoS

String matching + 
Network behavioral 
characteristics

Physical 
Layer

Link Layer

IP

Static Port 
TCP / UDP

Dynamic Port

Dynamic Port 
Encryption

Ethernet

001C251009B5

192.168.1.130

TCP@80

SIP, H.323, MSN

BiTorrent, Skype, 
eMule …

AscenFlow
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URL Analysis



 

Analyze top most visited websites



 

Analyze network behavior precisely



 

Prevent loss in productivity

*.yahoo.com 100~300k

www.youtube.com 50~200k
www.ebay.com 0~10k

Total Bandwidth 
2000 kbps
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Latency Analysis

• Discover how long the user 
wait for the respond

• Understand the problem are 
related from server or network

A B C

INTERNET

RTT 
Session time 
Server Delay



132008/05/28 Confidential – Xtera Communications, Inc. Proprietary

• Auto Discovery
• Hierarchical Classes (Parent/Child)

• Manage by combination of
– Host IP 
– Service (L4–7 Applications)
– Time
– Authentication
– URL 

Policy Based QoS
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Policy Based QoS

• Guarantee & Limit
– Guarantee critical applications
– Limit non-critical applications

• By URL
– Recreational web site (youtube, blog…)

• By Individual IP
– Manage each user in one policy
– Allocate bandwidth dynamically

• Connection Limit
– Prevent malicious traffic
– Reserve network resource
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Even Allocation

• Allocate bandwidth 
dynamically

• Fairly distribute bandwidth 
for all users in your 
network

• Reduce the impact of 
multiple rules

• Allocate bandwidth based 
on number of users

A B C D

A B DC

10Mbps
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Connection Limit

• Proactive detection for abnormal traffic
• Limit the number of concurrent connections 

from each IP address

INTERNET

detect ! VIRUS !!
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Quota

• Manage bandwidth volume
• Various Business models

– Prepaid
– Periodical

100M

INTERNET

50M50M 0M

USER A USER B

A

B
X

Presenter
Presentation Notes
to block user's internet usage when the user over-use his bandwidth allocation in a certain period of time.

Different account with different quota

Prepaid or Periodical

Used for ISP to charge premium price for more bandwidth.
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Authentication

• NTLM

• LDAP

• RADIUS

• POP3

• Local database

A B C D E

A

IP

Presenter
Presentation Notes
Benefits:

Allow user to manage network usage by account base

Easy and friendly to manage 
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High Availability

• Provide uninterrupted 
bandwidth management 
service by HA

• Configuration auto 
synchronize

INTERNET

INT

INT

EXT

EXT
HA
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Failure Bypass

• Software Bypass
– Bypass while CPU or memory is overload

• Hardware Bypass
– Bypass while device is crash
– Support fiber port bypass

Internet

Memory Overload

Hardware CrashFailure Bypass
System Recover

CPU Overload
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FlowReport

Powerful reporting system

2008/05/28
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Conclusion
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Solution for Service Quality

• Traffic / Latency analysis
• Layer 7 Protocols Identification
• Bandwidth guarantee & limit

Other

Oracle/ERP

VoIP/Video Conference
HTTP/FTP/SMTP

Presenter
Presentation Notes
Traffic / Latency Analysis 

Visibility into bandwidth utilization

Abuse can be discovered and limited

Point out the bottleneck

Realize how much bandwidth indeed for normal usage

Define management policy

Bandwidth guarantee 

Good, smooth and stable quality to critical services 

Bandwidth limit 

Give control to non-critical services

Layer 7 Protocols Identification 

Complete QoS 

Real visibility into services
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Solution for Security Issue

• Traffic analysis 
• Layer 7 protocol access control
• Real time traffic statistics 
• Connection limit 
• Bandwidth guarantee 

P2P

Oracle/ERP

HTTP/FTP/SMTP

Other

Internet

Presenter
Presentation Notes
Traffic Analysis 

Visibility into traffic

Pick out services with potential threat 

Layer 7 protocol access control 

Block dangerous accessing

Real Time traffic statistics 

Give the monitor to traffic attacks

Connection Limit 

Ability to limit malicious traffic attacks (connection based DoS attacks) to reduce impact on network

Bandwidth guarantee 

Give critical services reliability under malicious attacks
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Solution for Cost Issue

• Policy based L7 traffic management 
• Integrated analysis, monitor, report and 

operation system
• Increase productivity / Reduce BW 

investment

Internet

VPN to Outside 
Working

P2P Limit to 
every department

Web visit to 
customers

10:00-12:00 
Video Conference

VoIP to 
Service Team

ERP to 
Management 

Team Oracle/ERP
VoIP/Video Conference

HTTP/FTP/SMTP
Other

OptimizationOptimization

EfficiencyEfficiency
BusinessBusiness

Presenter
Presentation Notes


Layer 7 Bandwidth guarantee / limit 

Bandwidth is in optimal utilization

Services in good performance bring business

Avoid wasting on non-critical or recreational activities

Avoid costly and meaninglessly line upgrades

Increase productivity

Policy based traffic management 

Flexibility and Efficiency to business requirement

Create business

Integrated analysis, monitor, report and operation system 

Reduces operation and management cost
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Vertical Market
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Bank and Finance

• Properties
– Internationalization and lots of branches
– Lots of data transmission
– Voice services
– Virtual banks

• Challenge
– quality and cost
– Burst traffic
– Visibility into traffic
– Services for VIP customers
– Malicious traffic attacks

Presenter
Presentation Notes
Properties

Internationalization and lots of branches

Lots of data transmission between branches and data center

Voice services by VoIP

Virtual banks, web bank



Challenge

Balance between service quality and cost

Burst traffic influence critical services

Visibility into traffic and bandwidth utilization

Services for VIP customers

Malicious traffic attacks





292008/05/28 Confidential – Xtera Communications, Inc. Proprietary

Internet

HQ / Data Center

Voice Service Center

Branch Bank 1

Branch Bank 2

Bank and Finance - Solution
• Bandwidth Guarantee

– VoIP
– Network Bank

– Data transmission

• Optimal Utilization
– Traffic / Latency analysis
– Limit burst or 

recreational traffic

Presenter
Presentation Notes
The banking industry is increasing the use of VoIP and online banking to serve their customers. Customers are also increasingly using these banking services through the internet. AscenFlow focuses on VoIP and various types of banking service, and the quality of the product guarantees only the very best in customer service.

The banking and finance industry have huge amounts of data on clients, therefore every department requires large amounts of bandwidth for data enquires and transmission. AscenFlow assists the banking and finance industry by easily handling large flow of data and limits bandwidth usage of non critical data. This product is key to ensuring the delivery of quality service, by maintaining a steady and smooth bandwidth.

Solution 

Bandwidth guarantee for heavy data transmission between branches

VoIP quality guarantee keeps voice services in good quality

Layer 7 services identification and guarantee give good quality to various businesses on Internet

Bandwidth limit gives good control to burst or recreational traffic 

Traffic / Latency analysis is helpful to monitor and identify bottlenecks  

Maintains quality and at the same time saving cost
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Government

• Properties
– Get relying on network applications
– Lots of data transmission
– Critical business such as emergency, security, 

communication, medicine, finance and defense
– Image of efficiency and reliability

• Challenges
– Protocol performance and reliability
– Security issues from P2P
– Recreational services

Presenter
Presentation Notes
Properties

Get relying on network applications

Lots of data transmission

Very critical business such as emergency, security, communication, medicine, finance and defense

Need image of efficiency and reliability

Challenges

Protocol performance and reliability

Security issues from services with potential threaten such as P2P

Recreational services occupies bandwidth and working hours
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Internet
Security & Justice Agent

Emergency & Medicine Agent

Traffic 

Local Government

Government
• Traffic Analysis & Monitor
• Layer 7 Protocols Access 

Control 
– P2P
– Recreational
– Abnormal traffic

• Bandwidth guarantee 
– VoIP / Video conference
– Network Services
– Data transmission 

Presenter
Presentation Notes
Whether its traffic analysis, medical emergencies, or any other various public services are all intrinsically linked to our daily lives. Government’s civil services are increasingly using the internet as a means to serve the public.

With AscenFlow’s flow management, governmental departments can guarantee data transmission between the departments as well as providing quality service to the public.



Solution

Bandwidth data transmission guarantee between departments

Bandwidth guarantee services to citizens

VoIP / Video conference (all voice and video applications) quality guarantee keeps maintains optimal communication between departments in emergency 

P2P or other Layer 7 protocols access control keep government away from services with potential threaten 

Traffic analyze help to find out recreational or abnormal traffic   
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Education

• Properties
– E-learning, distance learning or digital classroom
– Research depends on network
– Network activities from teenage students 
– Large number of students and faculties

• Challenges
– P2P 
– Recreational traffic
– Voice and video for education
– Saving cost
– Management

Presenter
Presentation Notes
Properties

Lots of voice and video is used in E-learning, distance learning, digital classroom

Research by network services

Most network utilization from teenage students 

Challenges

Flooding of P2P traffic causes copyright and security issues

Recreational traffic crowds educational services out

Keep voice and video applications running smoothly

Saving cost on bandwidth upgrades

Manage network activities of students and faculties
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Internet

Web/Mail/FTP Servers

Multi-media Classrooms/
Offices/Laboratories

Hall of Residence

Education

• Bandwidth Guarantee
• Limitation on P2P
• Policy based management
• Authentication
• Quota

Presenter
Presentation Notes
Most schools provide its students with the basic services of web, FTP and email. The uploading and downloading of study materials has become a vital cog in the education process.

To enhance the quality of education, schools are already using web based materials for more effective classes and lectures.

Today’s youth lack self-control regarding the use of the web. They spend large amount of online resources on entertainment, mainly p2p, rather than using the web for its main purpose of education. They are also especially vulnerable to attacks by viruses or bugs and violating copyright laws. 



Solution

Voice / Video bandwidth guarantee keeps multi-medial learning in good quality

P2P or other recreational traffic control to avoid flooding

Policy based management gives different bandwidth restrictions to teachers, students, researches, classes or leisure

Authentication provides identity based management of network activities to large number of students

Quota can avoid students’ abusive download such as large number of videos, music and software
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Service Provider

• Properties
– Provide multi-media services
– Fast and frequent data communication
– Big investment on bandwidth 
– Service Level Agreement
– large number of customers

• Challenges
– performance
– Bandwidth-eater applications 
– Cost saving
– Management

Presenter
Presentation Notes
Properties

Provide multi-media services

Fast and frequent data communication

Big investment on bandwidth 

Service Level Agreement�

Challenges

Keep services always in good performance

Control service quality by different business policies

Control Bandwidth-eater applications (e.g.P2P) to avoid influencing other customers’ services

Cost saving on meaningless line upgrades

Manage large number of customers
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Service Provider

• Bandwidth Guarantee 
• Limitation on P2P
• Policy based management
• Quota

Services Providers

Internet

Internet Service Provider

Presenter
Presentation Notes
A key method of distribution for ISPs is by providing customers with online services. Not only will customers be able to access ISP via the internet, they will be able to access their online accounts. From the ISP’s perspective, they tend to group the customers according to levels, thus allowing certain customers favourable bandwidth over others. At the same time they face competition for bandwidth along with P2Ps which often result in waste of valuable online resources.

More and more ISPs are providing bandwidth which prioritize Voice/Video services, by providing guaranteed quality of service.

In addition, ISPs provide other services for users such as gaming, music, video and storage. This all involves large movement of data, and at the same time ISPs need to ensure the safety and quality of its services.



Solution

Bandwidth guarantee on Voice / Video and other Layer 7 services

P2P traffic control to avoid clashing with other services

Policy based traffic management matches various business policies easily

Quota control the amount of bandwidth usage
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General Enterprise 

• Properties
– Dependence on network
– Limited investment on bandwidth upgrades

• Challenges
– Performance of critical services
– Waste on recreation
– Low productivity  
– Cost for line upgrades

Presenter
Presentation Notes
Properties

Normal network services: e-mail, ERP, BPM, HTTP, VPN

Limited investment on bandwidth upgrades�

Challenges

Performance of critical services is not good as expecting

Bandwidth is wasted on recreational service; P2P, IM Chat, Online Video/Music, recreational web surfing

Low productivity  

Meaningless and costly line upgrades
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General Enterprise

Internet

Web/Mail/FTP/ERP Servers

VPN, VoIP,
Video Conference

• Traffic / Latency analysis
• Bandwidth Guarantee

– VoIP, HTTP, ERP

• Limitation on P2P

Presenter
Presentation Notes
From the business perspective, employees spending time on personal entertainment results in the straining of bandwidth, a waste of company’s resources and a waste of valuable human resources. This improper use of bandwidth also results in the compromise of network security, as well as financial resources.

AscenFlow’s total bandwidth solution grasps idea of network management, and allows any business’ bandwidth resources be used effectively for its main purpose. This allows the business to develop into its full potential and thus maximizing efficiency and profitability.



Solution

Bandwidth guarantee to critical services, increasing business performance

Bandwidth limit to recreational or non-critical services, stop wasting on bandwidth resource and low productivity

Traffic / Latency analysis monitor and find out the bottleneck, avoid meaningless and costly line upgrades
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Success Cases
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GuoDu Securities

• Fault tolerance and load balancing (AscenLink)
• Control P2P usage
• Ensure critical applications’ performance
• Control the false traffic from attack

Presenter
Presentation Notes
Combining the WAN Load Balancing and Layer 7 QoS. Forms the Perfect Solution for GuoDu Securities Nonstop Financial Services on the Web

Background: 

GuoDu Securities Co, Ltd. (GuoDu Securities) is a nationwide full service professional brokerage firm, and one of the oldest financial institutes. The stability of the network connecting the Headquarters and all branch offices is one of the critical aspects of the success of the company operation.

The Challenges:

Need fault tolerance and load balancing for corporate network and web service

Control P2P usage

Ensure critical applications’ performance

Control the false traffic from attack

Benefits:

WAN traffic fault tolerance and load balancing

Multihoming function provides 100% fault tolerance toGuoDu Securities’ external services

AscenFlow Layer 7 Qos can manage bandwidth usage

AscenFlow can effectively block the P2P traffic

Connection limit successfully control the rapid increase of false connections caused by virus/network attacks
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Internet
SPARQ

GIGA
TFN

APOL

CMTS

CMTS

CMTS

TINP – 
Central Taiwan Cable ISP Group

• 30 units of Flow M1000 (20K USD) 
deployed in ISP backbone

• QoS control for P2P 
• Policies to enforce value-add 

services (VOIP, Video 
Conferencing, etc)
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Internet

10M DDN

NEC China HQ

NEC DalianNEC Beijing

NEC Beijing

• Limit P2P traffic
• Mission-critical application QoS (VoIP, 

Video Conferencing, Corp. ERP, etc)
• Improve overall productivity
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CNOOC – 
China National Offshore Oil Corp.

Internet

• Limit P2P traffic
• Mission-critical application 

QoS (VoIP, Video 
Conferencing, Corp. ERP, etc)

• Improve overall productivity
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Specification
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AscenFlow™ M50

• 3*10/100 Base-TX

• Throughput: 5 Mbps

• Classes: 128

• Max. Connection: 50,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 256MB RAM
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AscenFlow™ M200

• 3*10/100 Base-TX

• Throughput: 20 Mbps

• Classes: 512

• Max. Connection: 200,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 512MB RAM
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AscenFlow™ M501

• 5*10/100/1000 Base-TX

• Throughput: 50 Mbps

• Classes: 1024

• Max. Connection: 500,000

• In-line Transparent Mode

• Hardware By-pass 

• 64MB Flash

• 1GB RAM
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AscenFlow™ M1001

• 5*10/100/1000 Base-TX

• Throughput: 100 Mbps

• Classes: 1024

• Max. Connection: 1,000,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 1GB RAM
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AscenFlow™ M2500

• 6*10/100/1000 Base-TX

• 2*1000 Base-SX (optional)

• 1*10/100 Base-TX

• Throughput: 500 Mbps

• Classes: 2048

• Max. Connection: 1,000,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 1GB RAM
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AscenFlow™ M5000

• 6 Expansion Slot

• 10/100/1000 Base-TX (optional)

• 1000 Base-LX (optional)

• 1000 Base-SX (optional)

• Throughput: 500 Mbps

• Classes: 2048

• Max. Connection: 2,000,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 8GB RAM
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AscenFlow™ M10000

• 6 Expansion Slot

• 10/100/1000 Base-TX (optional)

• 1000 Base-LX (optional)

• 1000 Base-SX (optional)

• Throughput: 1000 Mbps

• Classes: 2048

• Max. Connection: 3,000,000

• In-line Transparent Mode

• Hardware By-pass

• 64MB Flash

• 8GB RAM
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Thank You!Thank You!
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