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Security Priority One for SMB

Spyware looks set to take over 49% of SMB respondents said
the top spot from Spam as the security of their
the biggest threat to company’s computer
business productivity and system been threatened
security. in the past year
Dave Mitchell, SCMagazine, May 12,2005 Penn, Scheon & Berland Associates, March 2005

* Threats are becoming increasing, more complex and expensive
* Increased dependence on ‘“e-business’” means more exposure

* Wireless and mobility making network perimeters disappear

* Need protection against Spam, Viruses, Trojans, and Spyware

 SMBs have no in-house security expertise
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Increasing Attacks
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Anti Spam
Anti Virus
Anti Spyware
SPI Firewall
IPS/IDS, DoS
IPSec VPN
AAA RADIUS
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QoS

Bandwidth Mgt
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LAN

Best Practices Call For

Make Internet security
priority |

Meet Threats
Complexity with new
approach

Minimize significance of
the dangers

Adopt new strategic
direction
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GATEWAYS

Internet, Extranet
Intranet
(Inbound & Outbound)

SERVERS

File, Groupware
Web, DB, Storage

CLIENTS

Desktops, Remote
Handhelds

Network

FIREWALL
INTRUSION
DETECTION

Spam Management
Anti-Virus, Trojans
Anti-Spyware
Content Filtering
IPSec VPN
VolIP SIP Support
WAN Load Balancer

Services

Sound Architectural Approach

Updates

Reporting

(C) 2005, SOHOware, Inc., Proprietary and Confidential

soHowdare




Need for Layered Security
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Redefining UTM Business Model

Redefining the business model
for network security.

Broodican
by SOHOLIITY

* Enferprise-class Spam, Virus and Spyware filfering.
» [nfrusion detection, prevention and alerting.

o Confent filtering, VPN, QoS and policy control.

* Radius authentication and WAN load balancing.

Introducing the Wor IdIS First alt-in-one
security appliance with NO recurring
subscription fees.

‘BroadScan™

M s SOHOWATE
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* Launch of an All-in-One Security
Appliance family called
BroadScan™

— SCN200 targets 25 node single office

== -
— SCN1000 targets up to 200 Node SMB

— SCL2000 targets 500 Node SMB
i

Broadsc:

_ SCL3000 targets 1000 Node Enterprise

* Key Benefits
— High performance
— Ease of use and affordability
— Disruptive pricing model; Free updates

BroadScan™ Family

* No more annual subscriptions

e Built-in Clam and SpamAssassin
scanning engines

* Heuristic Bayesian Spam filtering

 Firewall and IPSec VPN

« IDS/IPS

* Content filtering

* RADIUS Authentication

* WAN load balancing

 SIP gateway Support for VolP
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BroadScan™ Appliance Options

Performance SCN200 SCN1000 SCL2000 SCL3000
10/100 Mbps (Throughput) 79.62 Mbps | 100 Mbps 100 Mbps 100 Mbps
3DES VPN (Throughput) 15 Mbps 20 Mbps 45 Mbps 80 Mbps
Capacity (Email per day) 90,000 300,000 620,000 2,200,000
IDP signature database 716 2,918 2,918 2,918
Internal hard drive 40GB 40GB 80GB
Features e e - -
Business Size (humber of nodes) 25 200 500 1000
Stateful Firewall Y Y Y Y
VPN Tunneling (IPSec/IKE / PPTP) Y Y Y Y
QoS Y Y Y Y
Anti Spam (email inbound/outbound) Y Y Y Y
Anti Virus (email inbound/outbound) Y Y Y Y
Anti Spyware Y Y Y Y
Intrusion Detection and Prevention (IDP) Y Y Y Y
Content Filtering Y Y Y Y
Anti Virus (HTTP/FTP) Y Y Y
SSL VPN Y Y Y
RADIUS Support Y Y Y
Load Balancing (multiple WAN ports) Y Y
High Availability Y Y
VPN Trunking Y
GIigE Interface (10/100/1000 ports) Y
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roadScan ™ vs. Competition - |
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roadScan™ vs, Competition - 2
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BroadScan™ Advantage

* All-in-one comprehensive appliance with better
architectural fit

— single-source security updates for Spam, Viruses, Trojans, and
Spyware including intrusion detection and protection, and
protection against denial of service

* No restriction on number of users or nodes

* Free updates for 5 years

* Additional unique features such as RADIUS, VolP SIP
support, WAN load balancing, and IPSec VPN termination

* Easy to set up, deploy and review built-in usage reports
* Lowest life cycle cost
* Ideal for SMBs and distributed enterprise served by VARs
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Conclusion

* BroadScan™ addresses the top business Internet
Security concerns

* BroadScan™ meets the threats economically with
no annoying recurring subscriptions

* BroadScan™ offers comprehensive protection and
unique advanced features in an easy to deploy
solution

e BroadScan™ ijs ideal for SMBs and distributed
enterprises served by VARs
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